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Research of dynamic general unpacking methods for Windows malware

GUO Wen, WANG Jun-Feng
(College of Computer Science,Sichuan University, Chengdu 610065, China)

Abstract: Code packing brings a new conception to protect software, but it also serves as an umbrella for
malicious code. It has been intensified that malware using packing techniques to evade detection and it
troubles analysts due to the massive variants of malware produced by code packing. Traditional unpac-
king methods based on feature matching gradually become inapplicable because they can’t cope with the
change of shell version and type, so a general unpacking method would be very useful. In this paper, the
authors proposed a common unpacking method based on dynamic binary analysis platform, according to
the property that packer will restore the original code during the process of executing. The experimental
results show that this method can effectively locate the original entry point of the program, extract the
code that has been hidden, and can get the accurate image size of the process in the memory, which can
effectively realize dynamic unpacking of the shell code.
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Tab.1 The unpacking result compared with other unpacking tools
S AR T PETool A H PackerBreaker E WIS
i 7 4 B mye TR PEID #5724
e A6 I 45 R ORI S5 5R Jid e R Jit 7 R
c. exe ACProtect N Unknown X J X
c. exe ASPack J J x J J
c. exe ASProtect N N X X X
c. exe EXE32Pack J J x x J
c. exe MEW J J % J J
c. exe MPress N Unknown X J J
c. exe NSPackl. 3 J J x N v
c. exe NSPack2. 4 Ni Unknown X N N
c. exe NSPack3. 7 J J x J J
c. exe PECompact N N N X J
c. exe PESpin J Unknown X X x
c. exe UPX N N X J J
c. exe WinUpack J Unknown X J J
note. exe ACProtect N Unknown X N X
note. exe ASPack J J X J J
note. exe ASProtect N N X X X
note. exe EXE32Pack J J % J J
note. exe MEW J J X J J
note. exe MPress N Unknown X N N
note. exe NSPackl. 3 J J % J J
note. exe NSPack2. 4 N Unknown X J J
note. exe NSPack3. 7 N N X J J
note. exe PECompact N N J X J
note. exe PESpin N Unknown X X X
note. exe UPX J J x J J
note. exe WinUpack N Unknown b N N
gzipl24. exe ASProtect N N X X X
gzipl24. exe FSG N N X J J
gzipl24. exe NSPack3. 7 N N X J J
gzipl24. exe PECompact N N X J J
gzipl24. exe UPX J J x J J
@zip124. exe WinUpack J Unknown X J J
bzip2. exe FSG J J X J J
bzip2. exe PECompact J J J x J
bzip2. exe UPX J J x % J
Notepad. exe EZIP J J x J J
qgspirit. exe FSG J J % J J
Bt 37/317 26/37 3/37 27/37 30/37
5 2 B i AN AR H AL 5E N AR RO R iR T S AR
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