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NEW INTRUSION DETECTION MODEL NOVEL BASED ON DANGER
THEORY FOR WIRELESS SENSOR NETWORKS

HUANG Gan, LIU Tao
(Key Laboratory of Computer Application Technology, Wuhu 241000, Anhui, China)

Abstract: Sensor nodes have insufficient memories and their battery power is limited, so WSNs are facing very
serious security challenges and safety issues of WSNs have attracted widespread attentions. We propose a novel
intrusion detection system based on danger theory for WSNSs that uses a danger signal generated by the K nearest
neighbor (KNN) classifier. The experimental results show that this system can effectively reduce our rate of false

positive and the energy consumption of the system.
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