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Fig. 2 Cloud storage data integrity verification model
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Fig. 3 The calculation time of different data volume

of provable data possession verification
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Dynamic Bloom filter based cloud storage
data possession verification method

XIE Lixia®, HU Lijie
( School of Computer Science and Technology, Civil Aviation University of China, Tianjin 300300, China )

Abstract: In order to solve the inefficient verification problem of provable data possession in cloud
storage, a cloud storage data possession verification method is proposed based on dynamic Bloom
filter. Firstly, the homomorphic Hash function is used to process the cloud storage data, which
simplifies the calculation of the client. Then, the third party verification platform uses the data block
tags to construct the dynamic Bloom filter, which can support full dynamic operation. Finally, the
ownership proof is generated by the random verification path, which enhances the cloud storage data
possession verification security. The experimental results show that the proposed method can reduce

the proof calculation overhead, enhance the verification security and efficiency.

Key words: cloud storage; possession verification; dynamic Bloom filter; dynamic operation;

verification path





