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Tab.5 Server parameters of passenger check-in system
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Tab. 6 Evaluation attribute value of departure business
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Fig. 8 Departure business process association network
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Tab. 8 Performance change parameters of passenger

check-in system
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Fig. 9 Business process continuity trend
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Fig. 10 Recognition results of different weighting

methods
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Tab.9 Recognition accuracy of different methods
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Fig. 11 Key system identification results of student

management business process
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Evaluating node importance in complex networks

Key system identification for risk assessment

YANG Hongyu™, QIN Geng

( School of Computer Science and Technology, Civil Aviation University of China, Tianjin 300300, China )

Abstract: In order to effectively identify the key business system and assess the security risk and
impact of business systems on the entire business process security, a key business system
identification model for the entire business process is proposed. Firstly, the business process
association tree and the business process association network are established, and the evaluation
attribute matrix and the system association degree matrix are obtained. Secondly, the association
evaluation attribute matrix is built by the evaluation attribute matrix and the system association degree
matrix. And the weighting and relative proximity calculation methods of the technique for order
preference by similarity to an ideal solution (TOPSIS) are improved. Then, the important coefficient
of business system is calculated based on the improved TOPSIS method and the key business system is
identified. Finally, the effect on the continuity of the entire business process is evaluated when
information security incidents occur in the business system. Experimental results show that the
method can identify the key business system accurately, and it can help to evaluate the impact of the

business system on the entire business process effectively.

Key words: business process; risk assessment; business system; TOPSIS; system identification





