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Research of Spam Behavior Filtering Technology
ZHAO Zhi-guo, TAN Bang, XIA Shi-ying
(School of Computer Science and Technology , University of South China,Hengyang, Hunan 421001, China)

Abstract; Analysis of the shortcomings existed in the techniques of filtering based on the
content of email, this paper proposed a spam behavior filtering technology ( SBFT)
according to the sending behavior characteristics of spam. A spam collaborative filtering
network is structured between mail servers.Mail servers judge their sending behavior when
they send messages, and encrypt the information of sending behavior.In the process of MTA
communication, mail receivers first decrypt the information of sending behavior, then a
large number of uninvited spam are filtered.The experiment result shows that the SBFT can
filter a large number of uninvited spam in the process of MTA communication , have higher
accuracy and recall ,speed up the process,save a lot of network resources, and have well
filtering capability.
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Fig.1 Spam collaborative filtering network
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Fig.2 The filtering structure of spam sending behavior
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Fig.5 Spam filtering algorithm flow
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